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About PAL Multi-Factor Authentication 

FIS provides multi-factor authentication (MFA) in PAL to keep your Sign Ins secure and prevent 

unauthorized users from accessing your PAL account. 

MFA is a security process that prompts a user for additional methods of identification to verify the user’s 

identity during Sign-In. MFA requires a user to provide not only Sign-In credentials (username and 

password) but to submit a second form of authentication during Sign-In. 

If one factor is compromised, the additional factor is not easy for a hacker to obtain or duplicate. 

PAL facilitates the following MFA methods: 

 Short Message Service (SMS) authentication which delivers a one-time password (OTP) via text

message.

 Voice Call which delivers a spoken OTP via the phone.



OTP via SMS Authentication/Voice Call 

2 

OTP via SMS Authentication/Voice Call 

The OTP is sent through Short Message Service (SMS) authentication via a text message to a registered 

mobile phone. Alternatively, users can also receive an OTP via Voice, where the password is received 

through a call on the user’s registered phone number.  
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Register Device on First Sign-In 
Note – Please clear browser cache before first login. 

You can register your mobile number during first sign in to PAL, so you can receive the OTP (via either 

SMS or Voice Call) on the registered mobile number going forward.  

1. Enter User ID and click Proceed.

2. Enter Password.

3. Click Sign In. The following screen will appear for you to add the device.
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4. Click Add a New Device.

5. Click OK. The following screen appears for you to complete the device details fields.
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6. Complete the device detail fields.

 Assign a Device Name. You can enter any text such as Mobile, MyMobile, etc.

 Select one of the Device Profile options.

 Enter the Route to Number. This is the Mobile number in +(Country Code) (Mobile 
Number) format, e.g. +18005551212.

 Click OK 
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7. Test the device by selecting your Out-of-Band Device and click Test Device.

8. Click Proceed to log in
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To avoid having to enter a PIN on the next login, select Yes, this is my computer.  If you 

are using a public computer, do not select this option. 

Once registration process is complete, the PAL dashboard appears. For subsequent 

Sign-Ins, OTP via SMS or Voice Call is sent to this registered number when required. 
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Reset OTP Device from Sign-In Page 
You can reset your OTP device from the PAL Sign-In page. For instance, if you want to change the 

mobile number used for OTP delivery. 

1. Click Trouble Signing In? link.

The following screen appears for you to select your issue. 

2. Select I have problems with the One-Time-PIN and enter your Sign-In ID.

3. Click Proceed.

The following screen appears for you to select your problem.
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4. Select I want to reset my One-Time-PIN device and enter your Sign-In password.

5. Click Proceed.

The following message appears notifying you that an OTP device reset link was sent to the
registered email address.

6. Click OK.
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7. Click the link in the email received to reset the device.

8. The PAL Sign-In page appears, enter Password.

9. Click Sign In. The following screen appears for you to reset your OTP device.
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10. Select already added device or add new device.  If adding a new device, follow steps shown in
the First Sign In section above.

11. Click Proceed. PAL dashboard page appears.




